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Download free sample assessments of vendor controls 
and see how Venminder can help reduce your third-party 
risk management workload.
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SPECIFIC DESCRIPTION OF 
THE PRODUCT/SERVICE
What products or services you’re 
buying and what legal or 
technical rules, if any, must be 
complied with

ON-SITE VISITS 
How quickly you can physically 
get there should a problem occur 
and ensure there are provisions 
for on-site audits 

INSURANCE PROVISIONS 
Who bears what risks at each stage of the process – assess 
and plan for a range of potential risks which could include:

- Loss of or damage to products/services in transit or storage
- Failure to supply
- Health and safety failures
- Non-payment for your products/services
- Return costs
- Geopolitical instability in the vendor’s country
- Credit issues
- Currency fluctuations
- Legal issues

COST GUIDELINES 
How much you’ll pay for the 
product/service, in what 
currency and at what 
exchange rate

DELIVERY METHODS 
How the supplier will 

transport products and 
services to you (road, rail, 

air or sea) and consider 
intangibles and digital/

electronic delivery methods 
and standards – selecting the 

right mode of transport and 
distribution ensures the 

import/export operation is 
efficient and cost-effective

TRADE TERMS 
Who is responsible

for shipping costs, duties and
customs-related formalities – 
use International Commercial

Terms (aka “Incoterms”) 

PAYMENT METHOD 
When and how will you make 
payment? There are several 
options including:
- Advance payment
- Letters of credit
- Documentary collection
- Open account trading
 

SERVICE LEVEL AGREEMENTS 
The level of service your vendor 
must provide – go into detail with 
anything that matters in the service 
and avoid SLA loopholes and 
ambiguous wording
 

GOVERNING BODIES AND LEGAL 
JURISDICTION OF THE CONTRACT 

The governing bodies for each region 
or country and establish where legal

proceedings should take place if there’s 
a dispute – this may depend on the 

governing law as stated in the contract, 
but this may be negotiated

SPECIAL CLAUSES 
Language or country-specific 
terms/conditions, for example: 
“Foreign-based providers adhere to US 
standards for information security and 
data privacy” – go with whatever 
standard is more restrictive to ensure 
all your bases are covered 

DATA STORAGE
Contractually obligate the vendor to keep 
your data inside the United States, if able, as 
in most regulated industries personal 
identifiable information (PII) data isn't allowed 
outside the U.S. or examiners will give you a 
matter requiring immediate attention (MRIA) 

How to Effectively Manage
International Vendors 
BEST PRACTICES FOR CONTRACTS AND DUE DILIGENCE

Competition and boosting the bottom line for your organization are key factors to running a successful operation. Outsourcing to vendors can support those goals by creating 
operational efficiencies and help provide the best products and services to your customers. It’s often recommended to keep outsourced vendor relationships domestic, but in 
some cases your best bet is an international vendor. Global locations may have different regulations they follow but domestic organizations are still held to the U.S. 
regulations. Risk assessments, collecting documentation and overall monitoring and oversight are essentially the same as a domestic vendor. However, there are some key 
contract and due diligence areas to know. 

International Vendor Contracts
All good vendor relationships start with a solid contract. Cover these 11 areas in a contract with an international vendor:

Collecting and Performing Due Diligence on International Vendors
You'll want to warrant additional scrutiny on the international vendor going forward. It's important to collect and review as much due diligence as you can from the vendor. 
Identify the missing pieces and follow up your due diligence request with a questionnaire to cover these and any critical controls.

You'll want to collect and review:

Vendor/organization background
Identify all relevant historical information including ownership and 
management, beneficial owners or relevant parties who may have a 
relationship with the organization. 

Financial documentation 
Most international vendors aren’t monitored by Dunn and Bradstreet (DnB), but 
they do still have financial statements and similar financial standards, just like a 
US-based organization. Ensure the financial statement is in English and you’ll be 
able to perform an assessment (Note: the numbers don’t have to be in dollars).

Policies and plans
Make sure to check for procedures and documentation as you would with a 
domestic vendor. Request and review SOC reports, business continuity and 
disaster recovery plans, cybersecurity policies, local hiring practices and 
background check policies, etc. 

Regulatory history
Request disclosure of any civil, criminal and regulatory matters to identify a 
history of issues that may present risk factors.

Compliance/training information 
Anti-corruption knowledge and compliance information should be obtained, 
including questions about knowledge of laws and the vendor’s compliance regime 
and training efforts.

References 
Inquire around others’ personal knowledge and experience with the business partner. 
Consider this the “Yelp review” phase of the process where you seek someone who 
can provide verification of business relationships and experience.

Good faith verification
Signature of a responsible party who verifies, in good faith, the accuracy of 
information and agrees to follow applicable laws/policies of the vendor.

Proper third-party risk management of international 
vendors is just as critical, if not more so, as managing 
outsourced domestic relationships. 
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